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ABSTRACT

Cloud computing has been gaining popularity over decades, and container, a technology that is primarily used in cloud
native applications, is also drawing attention. Although container technologies are lighter and more capable than conventional
VM, there are several security threats, such as sharing kernels with host systems or uploading/downloading images from the
image registry. one of which can refer to the integrity of container images. In addition, runtime security while the container
application is running is very important, and monitoring the behavior of the container application at runtime can help detect
abnormal behavior occurring in the container. Therefore, in this paper, first, we implement a signing checker that
automatically checks the signature of an image based on the existing Docker Content Trust (DCT) technology to ensure the
integrity of the container image. Next, based on falco, an open source project of Cloud Native Computing Foundation
(CNCPF), we introduce newly created image for the convenience of existing falco image, and propose implementation of
docker-compose and package configuration that easily builds a monitoring system.
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Package

image: song22/falco-and-exporter:v2

volumes
$HOME/falco-monitoring/.falco:/root/.falco
$HOME/Falco-monitoring/etc/falco/: fetc/falco/
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/datasources/datasource. yaml
$HOME/falco-monitoring/data/grafana/dashboard. json: /etc/grafana/provisioning
/dashboards/dashboard. json

Fig. 11. docker-compose configuration
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Table. 1. Execution time of Connaisseur and
Signing Check (ms)

Table. 2. Monitoring Result against to sensitive
system operation
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